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All Respondent Demographics



Public Sector Internal Audit Position

87%

13%

CAE or equivalent Director/senior manager

Number of Respondents 
from the Public Sector

100—CAEs or equivalent

15—director/ senior 
managers

Total: 115 



Public Sector Industry Groupings

43%

28%

9%
6% 4%

10%

Public
administration

Educational
services

Finance and
insurance

Health care
and social
assistance

Utilities Other



Public Sector Internal Audit Function Size

37%

33%

22%

9%

1 to 3 4 to 9 10 to 24 25 or more



Government Sector

15%

55%

27%

3%

Federal/national

State/provincial

Local

Other or international



Communications Not Traditionally 
Subject to Assurance



Does your organization issue the following types of 
communication that contain any data or information not 
included in the financial statements? [All respondents]



Rate the level of reputational risk your organization faces 
should the data and/or information in the following reports 
be inaccurate, incomplete, or misleading. [All respondents]



Rate the level of reputational risk your organization faces 
should the data and/or information in the following reports 
be inaccurate, incomplete, or misleading. [Public sector]

32%

28%

26%

32%

36%

42%

36%

36%

32%

Performance information
communicated outside of financial

statements

Sustainability and/or social
responsibility reporting

Operational reporting between
business units

High Medium Low



Who provides assurance over the accuracy, completeness, 
and/or coherence for each of the following? [All 

respondents]



Who provides assurance over the accuracy, completeness, 
and/or coherence for each of the following? [Public sector]

10%

23%

42%

15%

3%

3%

17%

6%

3%

32%

34%

28%

27%

36%

25%

Performance information
communicated outside of financial

statements combined

Sustainability and/or social
responsibility reporting

Operational reporting between
business units

Internal audit External audit Independent third party Other None; don't know



Addressing Communication Risk

1. Identify the organization’s communications tools 
and processes
– What modes of communication are used by the organization?
– Have audiences been identified and prioritized?
– Is an effective communication plan in place?



Addressing Communication Risk

2. Determine what types of information are 
important.
– What information is getting a lot of attention either internally or 

externally?
– If certain information gets a high level of interest, the 

presumption should be that it is important 



Addressing Communication Risk

3. Assess the risk of communicating important 
information that is inaccurate, incomplete, 
misleading or confusing.
– What is the impact to the organization if important 

information, as communicated, is inaccurate, 
incomplete, misleading, or confusing?   



Addressing Communication Risk

4. Incorporate communication of important 
information into the internal audit universe and 
planned audits.
– Processes supporting communication of important information 

should safeguard the information’s accuracy, completeness, 
truthfulness, and clarity  



Addressing Communication Risk

5. Determine the quality of assurance being 
provided.
– Who is providing assurance over communication of important 

information?
– Is it someone other than the preparer of the communication?
– Evaluate the assurance provider’s level of independence, 

subject matter expertise, and competency in providing 
assurance, as well as the assurance process used



Environmental, Health and Safety 
Risks



How informed do you feel about EHS risks in 
your organization? [All respondents]



How informed do you feel about EHS risks in 
your organization? 

20%

64%

16%

24%

57%

19%

Well informed Somewhat informed Not informed

Public sector Not public sector



Are EHS risks integrated into your risk 
assessment and/or audit planning? 

50% 48%50% 52%

Public sector Not public sector

Yes No



Awareness of EHS risks compared to EHS 
integration into risk assessment and audit planning 

[Public sector]

31%

62%

7%8%

66%

26%

Well informed Somewhat informed Not informed

EHS integrated EHS not integrated



Who provides assurance on the adequate management of 
EHS risks to your audit committee or board? [All 

respondents]



Who provides assurance on the adequate management of 
EHS risks to your audit committee or board? [Public sector]

19%

19%

11%

11%

14%

26%

I don't know

Other, please specify:

EHS audit function

Compliance function

Internal audit function

Risk management function



What is the relationship between EHS audit and 
internal audit in your organization?

19%

76%

5%

33%

61%

6%

Separate but working together Separate and working
independently

Internal audit and EHS audit are
combined

Public sector Not public sector



Addressing EHS Risk

1. Understand the full breadth of the potential 
impact of EHS risks.
– As with other technical or specialty areas, CAE’s should ensure 

that internal audit has adequate competencies in this area.



Addressing EHS Risk

2. Open lines of communication with other parties 
that provide assurance over EHS risk.
– Stakeholders expect internal auditors to work with other 

assurance providers and coordinate assurance activities where 
appropriate 



Addressing EHS Risk

3. Consider who provides assurance over EHS 
risk management and control processes.
– Ensure the level of assurance and especially the independence 

of the assurance provider is appropriate for the level of risk to the 
organization



Internal Audit’s Use of Data Analytics



How frequently does internal audit use data 
analytics during audits? 

7%

42%

36%

11%

4%
7%

32%

42%

13%

6%

Always Frequently Sometimes Rarely Never

Public sector Not public sector



In what ways does internal audit use data 
analytics? [Public sector]

26%

41%

37%

29%

32%

28%

29%

35%

37%

41%

46%

30%

28%

34%

27%

For risk assessment in developing the
department audit plan

For risk assessment in planning a specific
audit engagement

Direct testing of internal controls,
eliminating the need for other audit tests

100% testing the accuracy of transactional
or other data

Identification of potential errors in data to be
communicated to management for

correction

Extensively or frequently Occasionally Rarely or never



Key metrics for internal audit data analytics 
implementation [All respondents]



Key metrics for internal audit data analytics 
implementation [Public sector]

91%

71%

55%

51%

78%

28%

43%

33%

Included analytics in strategic plan

Established process for internal audit use of
data analytics in engagements

Determined resources needed for analytics

Evaluated IT infrastructure of organization
for effective implementation of data

analytics

Always or frequently using analytics Sometimes using analytics



Has your use of data analytics ever resulted in extra work 
due to faulty design of the analysis parameters?

53%39%

7%

Public Sector

Yes No Don't know

59%32%

9%

Not Public Sector

Yes No Don't know



Addressing Internal Audit's Data Analytics Risk

1. Consider all the possible ways that internal 
audit can use data analytics.
– Avoid focusing only on detailed analysis to supplement routine 

audit approaches
– Consider using data analytics more fully in developing the 

department audit plan and as a replacement for traditional audit 
methods



Addressing Internal Audit ‘s Data Analytics Risk

2. Identify the components needed for a data 
analytics program.
– Such components likely include a clear objective, defined 

processes, skilled practitioners, quality data, and adequate IT 
platforms



Addressing Internal Audit’s Data Analytics Risk

3. Fill the gaps that could derail a data analytics 
program before fully implementing.
– Everything does need to be perfectly in place to start a data 

analytics program, but some fundamental aspects are critical.  
Start experimenting in data analytics to establish the scope, 
methods, processes, and talent needed, but don’t consider a 
pilot program complete without filling in the gaps 



Addressing Internal Audit’s Data Analytics Risk

4. Establish stakeholder relationships necessary 
to build an effective data analytics program.
– Work with IT, risk management, compliance, human resources, 

and other internal stakeholders to address IT infrastructure, 
processes, and resources.

– Work with internal and external stakeholders (including 
Management and the Board) to understand how internal audit 
can leverage data analytics to serve stakeholder needs



Addressing Internal Audit’s Data Analytics Risk

5. Document the approach to data analytics in the 
internal audit strategic plan.
– A data analytics program can provide tremendous benefits
– Ensure the efforts are not only well planned and documented, 

but also communicated to key stakeholders through the internal 
audit strategic plan  



Interpersonal Dynamics



How frequently do you or your team experience negative 
interpersonal exchanges that you attribute to your role as 

an internal auditor? 

4%

56%

36%

4%5%

59%

30%

6%

Never Rarely Sometimes Frequently/always

Public sector Not public sector



Would a negative interpersonal exchange adversely affect 
your or your audit team’s ability to conduct an audit? 

[Public sector]

11%

4%

7%

49%

28%

36%

40%

68%

57%

Negative exchanges happen sometimes or
more

Negative exchanges happened rarely or
never

All responses

Yes, audit would be affected Maybe audit would be affected No, audit would not be affected

Note: Those who said negative exchanges happened sometimes, 
frequently, or always were combined into one group.



What effect does your organization’s culture have on the 
quality of professional interactions? [Public sector]

67%
15%

18%
Culture has a positive effect

Culture has no effect

Culture has a negative
effect



What affect does your organization’s culture have on the quality 
of professional interactions you and your team experience? 

[Public sector]

70%

47%

27%30%

53%

73%

Culture has a negative effect Culture has no effect Culture has a positive effect

Sometimes/frequently/always have negative exchanges
Rarely or never have negative exchanges



Addressing Interpersonal Dynamics Risk

1. Invest in soft skills professional development for 
all internal audit staff.
– Poor soft skills will negatively impact audit work.
– Investment in training, mentoring, and targeted talent acquisition 

will be worthwhile



Addressing Interpersonal Dynamics Risk

2. Recognize the impact of organizational culture 
on auditors’ interpersonal interactions.
– When assessing organizational culture in performing audit work, 

also consider how culture can potentially impact internal audit’s 
effectiveness



Addressing Interpersonal Dynamics Risk

3. Seize opportunities to improve organizational culture.
– Organizational culture is determined in large part by variables beyond 

the CAE’s control-such as tone at the top-and may be difficult to change
– However, internal auditors have some ability to be a catalyst for cultural 

change by bringing transparency to issues, taking positions on issues, 
and operating with integrity

– Organizational culture is impacted by the values of individuals in the 
organization.

– An internal auditor with effective soft skills can have positive influence 
on organizational culture 



Internal Audit Management Metrics 

Source: The 2017 North American Pulse of Internal Audit



Percentage of Internal Audit Functions with 
Staff Increases or Decreases in 2016 



Percentage of Internal Audit Functions 
Expecting Staff Increases or Decreases in 2017



Functional Reporting Lines



Administrative Reporting Lines



Allocation of Audit Effort by Risk Area 
[Public sector]

24%

16%

10%

8%

8%

6%

5%

5%

5%

13%

Operational

Compliance

Financial areas other than financial…

Fraud

IT

Governance and culture

ERM

Cost/expense reduction or containment

Cyber (prevention and/or recovery)

Other



Allocation of Audit Effort to Strategic Goals



Internal Audit Training Needs
[Public sector]

67%

54%

49%

46%

37%

35%

34%

Data mining and analytics

Analytical/Critical thinking

Communication skills

Cybersecurity and privacy

Understanding of governance, risk and control

Process improvement and innovation

Persuasion and collaboration



Questions?



Thank you

The Institute of Internal Auditors 

John Wszelaki

Director, American Center for Government Auditing

John.Wszelaki@theiia.org

407-937-1409

mailto:John.Wszelaki@theiia.org
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